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PE CUONG CHI TIET HQC PHAN
TRINH PQ PAO TAO: PAI HQC
NGANH/CHUYEN NGANH: MANG MAY TiNH

1. Tén hoc phén:

Tiéng Viét: Quan tri mang 2

Tiéng Anh: Network Administration 2
Mi s6 hoc phzn: 02DHMANG149
S6 tin chi hoc phén: 3 (2,1)
S tiét hoc phéin:

Ly thuy#t: 30; Thuc hanh: 30

Tu hoc: 90
2. Pon vj quan ly hoc phan: Mang & Céong nghé phz’\in mém
2.1. Giang viér giang day:

1. ThS. Doan Thiuy Duong

2. TS. Trén Vin Liém
2.2. B mon: Mang & Cong nghé phin mém
2.3. Khoa: Cérg nghé thong tin
3. Piéu kién hgc hoc phﬁn

3.1. Hoc phin tién quyét: Quan tri mang 1

3.2. Hoc phan hoc trude: Quan tri mang 1
4. Muc tiéu ctia hoc phén:

Trang bi cho sinh vién nhiing kién thtc va k¥ néng ning cao quan tri hé théng

mang may tinh.
4.1. Kién thike:

4.1.1: Hiéu sau hon nhirng kién thirc vé a0 héa, ddm may (Cloud) va Bigdata.

4.1.2. Ndm dugc mot s6 dang 4o hoa phd biér

4.1.3. Ndm duge céc thiét bi ha ting mang va bio mat mang.

4.1.4, Nim duoc céc loai tudng lira mém, tuérg hra cimg
4.2. Ky nang:

4.2.1. T+ién khai céc dich vu mang nang cao

4.2.2. Trién khai, cai dat, cdu hinh va quar. Iy mot tuong lira mém/ctng co
ban ISA/TMC, Iptables, ASA. Tu vin lip dat mot h¢ thong tuong lua

4.2.3. Sao luu va phuc hoi dir liéu str dung Windows Server Backup.
4.3. Thai do:

4.3.1 C6 tu duy doc 1ap trong phan tich va giai quyét nhimng van dé thuc té.
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4.3.2. Cé théi do hop tac, chia sé khi 1am viéc nhom, c6 kha nang lén ké hoach,

diéu phéi, quan ly va chiu trach nhiém voi cong viéc cua ca nhin va nhom.

5. Chuéin dau ra hgc phfm:
Sau khi hoan thanh viée hoc hoc phdn nay, sinh vién ¢ thé:
1. Trién khai cac dich vu mang néng cao;
2. Quan ly va duy tri céic ngudn tai nguyén chia sé, bio mét hé théng mang.
3. Trién khai, cai dit, cdu hinh va quan ly mot tudng:lira mém/cimg co
ban_ISA/TMG, Iptables, ASA.. Tu vén l&p ddt mot hé théng tuong lira.
4. Trién khai cac dich vu mang ning cao 7
5. Sao luu va phuc héi dit liéu sir dung Windows Server Bac up
6. Tém tit ndi dung hoc phan
Noi dung mén hoc gdm 8 chuong véi nhitng phan co ban sau:

- Tong quan vé Ao hoa.

- Dich vu 4o hoa Hyper-V.

- M6t s6 phuong thire chimg thuce

- Thiét lap ché do tuong lira cho mot mang may tinh.

- Trién khai can bang tai web, file.

- Trién khai cac dich vy mang néng cao

- Sao lru va phyc hdi dir lidu sir dung Windows Server Backup

7. Ciu tric ndi dung hoc phan

S6 tiét .
bPé muc Pé muc 3 Ly Myetitn
Tong . | TH/TN
thuyét
Chuong 1 Téng quan vé 40 hoa va
dién toan dam may
1.1 Cong nghé ao hoa 4.1
1.2 Dién toan dam may 1 2 : 2 4.1.2
1.3 Mot sb cong nghé ao hoa | 413
may chu
Chuwong 2 | Bio mat mang va cic thiét
bi ha ting mang f 4.1.1
2.1 Tdng quan vé bao mét mang 4 2 2 4.1.2
2.2 Téng quan vé AAA ' 4.13
2.3 Céc thiét bi ha tAng mang
Chwong 3 | Tuong lira— FIREWALL | 8 4 4
3.1 Téng quan vé Firewall 2 1 1 Al
32 | Tuomg lra mém ISA, TMG - 12
2 1 1 4.2.1
3.3 Tuong Ita cimg ASA. 3 2 i1 422




bé muc Pé muc il 1 Ly ke
. ong . | TH/TN
| thuyeét
Bai kiém tra 01 1 . 0 !
Chuwrong 4 | Cong nghé VPN 8 | 4 4
4.1 Téng quan vé VPN
4.1.1 Khai niém
4.1.2 Loi ich cia VPN
4.1.3 Chtrc ndng ciia VPN 4 2 2
4.1.4 | Cac thanh phan can thiét tao
nén két ndi VPN
4.1.5 Phan l(?ai VPN ji;
12 ?:IOQ: b\(;mg\;ao thirc ma hoa 491
i 422
4.2.1 Giao thire dinh hudng 1ap 2:
[.2F (Layer 2 Forwarding)
4.2.2 | Giao thirc duong ham diém 4 2 2
diém — PPTP
423 | Giao thic dudong ham lop 2
- L2TP
424 (.}iao thire IP Sec
Chwong 5 | Trién khai cac dich vu . ) )
mang nang cao
5.1 Cai dat va cAu hinh DHCP i
Failover.
. - 4 2 2 4.1.2
5.2 Céau hinh thiét 1ap DNS nang 471
A 422
5.3 Cau hinh iSCSI Storage
5.4 Céu hinh co s¢ ha tdng phian | 4 2 2
loai tap tin
Chwong 6 Trién khai cAu hinh AD 3 4 4
DS nang cao
6.1 Trién khai Child Domains
2 1 | 4.1.1
trong AD DS 412
6.2 T}?uc hién Trust Forest 2 1 1 491
6.3 (:?éu hinh Active Directory 499
Domain Services Sites and 3 2 |

Feplication.

Bai kiém tra 02
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; % 50 flet Muc tiéu
Dé muc bé muc Téng Ly‘ TH'JTN
thuyet
Chwong 7 | Giam sat hé thong mang 12 6 6
7.1 Téng quan vé gi4m sat mang
7.1.1 Khai niém
7.12 | Cac linh vuc can phai giam
sat trong hé thong mang
12 Giao thirc quan ly mang don
gian — SNMP va mot s6| 4 2 2
phé‘m mém giam sat mang
7.2.1 Giao thire quan ly mang don 4.1.1
gian — SNMP 412
122 MOt s6 phém mam giam sét 42.1
mang thuong gép 422
73 Can bang tai
73.1 | Trién khai can bang tai Web | 4 2 o,
732 | Trién khai can bang tai File j
7.4 Domain
7.4.1 Domain déng c;ip :
1.4.2 Domain con § 5 '2
743 Chia site domain '
7.4.4 Read Only Domain
7.4.5 Trust domain
Chuwong 8 | Sao lwu va phuc hoi dir liéu
st dung WINDOWS 8 4 4
SERVER BACKUP
8.1 Sao luu dir liéu st dung ii;
WINDOWS SERVER 4 2 2 o
BACKUP 4dsd
8.2 Phuc héi dir liéu sir dung hdd
WINDOWS SERVER 3 2 1 23
BACKUP
Bai kiém tra 03 I 0 ;1
Téng 60 | 30 | 30

8. Phuong phap giang day '
- Giang day ly thuyét két hop luyén tap va thuc hanh trén may tinh
9. Nhiém vu cuia sinh vién: '

Sinh vién phai thuce hién cac nhiém vu sau:




- C6 mit tdi thiéu 70% sb tiét hoc 1y thuyét.

- Tham gia va hoan thanh day du cac budi thao iuén, bai tap nhom/bai tap va duge
danh gia két qua thuc hién.

- Tham duw kiém tra giita hoc ky.

- Chti dorig chudn bj cac ndi dung va thue hién gid tu hoe theo muc 13
10. Pénh gi4 két qua hoc tip ciia sinh vién
10.1. Cach danh gia

Sinh vié’n dugc danh gia tich lity hoc phan nhur sau:

TT | Piém thanh phan Quy dinh Trongsé |  Ghi cha

S4 tiét sinh vién tham du Sinh vién

‘. hoc/tdng sb tiét quy dinh. khong tham

1 | Piém chu%én can Y thire, thai dd hoc tap trén 10% du da 70% sb
16p, y thirc chuén bi bai, tiét hoc trén

lam bai tap ctia sinh vién. 16p thi khong

2 | Diém qué trinh Bai tap thuc hanh 30% | duge dy thi
. Dit:tm thi 15;ét thiic hoc Vén dép + Thyc hanh b ket thic hoc

phan ' phan

10.2. Cach tinh diém:

Diém hoc phan bao gém diém kiém tra thuémg xuyén trong qué trinh hoc tép;
diém danh gia nhan thire va thai do tham gia thao luan; diém danh gia phan thuc hanh;
diém chuyén can; diém thi gitta hoc phin; diém tiéu luan va diém thi két thic hoc phan

thuc hién theo cong thirc sau:

4 3 o o Diém thi két
Diém hoc Diém chuyén can Diém qua trinh . N
5 = 4 + | thic hoc phén x
phan X 0.1 x 0.3
‘ 0.6
Diém hoc phén tinh theo thang diém 10 1am tron dén mot chit s thap phan, sau
d6 duge quy ddi sang didm chir va diém sb theo thang diém 4 theo quy ché dao tao clia

Nha truéng.
11. Tai liéu hoc tép, tham khéo:
11.1. Tai ligu chinh:

[1]. (MCSE) Brian Reid, Steve Goodman - Exam Ref 70-342 Advanced Solutions
of Microsoft Exchange Server 2013-Microsoft Press (2015)
11.2. Tai liéu tham khao:

[2]. Quan tri hé théng mang windows server 2012, Hé théng dao tao CNTT quéc
té Béach khoa Aptech.

[3]. Poan Thuy Duong, Bai giang Quan tri mang 2, PHCN Quéng Ninh 2022.
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12. Huéng din ty hge cia hoc phan

Chwong

Noi dung

LT
(tiét)

BT
(tiét)

TH
(tiét)

Sinh vién can tham khao va
A .
chuan bi

Tong quan vé o
héa va dién todn
dam may

Tai liéu [1]

+ Poc trude tai ligu:

[1]: Chuong 1.

[2]: Chuong 1

+ Léng ngke, ghi chép,

tra 101 cdu hoi.

+ Lam bai tp cd nhéin trén
may tinh chuong 1 [1] [3]

Bé&o mét mang va
cac thiét bi ha tang

mang

Tai liéu [1]

+ Doc trudce tai lidu:

[1]: Chuong 2

[2]: Chuong 2

+ Lang nghe, ghi chép,

tra 101 cau noi.

+ Lam ba tdp cad nhén trén
may tinh chuong 2 [1] [3]

Tuong Itra —
FIREWALL

10

Tai liéu [1°

+ Poc trudc tai liéu:

[1]: Chuorg 3

[2]: Chuorg 3

+ Lang nghe, ghi chép,

tra 101 ciu hot.

+ Lam ba tap c4 nhan trén
may tinh chuong 3 [1] [2] [3]

Céng nghé VPN

10

Tai liéu [1

+ DPoc trudéc tai ligu:

[1]: Chuorg 4

[2]: Chuong 4

+ Léang nghe, ghi chép,

tra 101 céu hoi.

+ Lam bai tp c4 nhén trén
may tinh chuong 4 [1] [2] [3]

Trién khai c4c dich
VU mang nang cao

10

Tai liéu [1]

+ Poc trucce tai liéu:
[1]: Chuong 5

[2]: Chuong 5
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Chuong

: Noi dung

LT
(tiét)

BT
(tiét)

TH
(tiét)

Sinh vién can tham khio va
A .
chuan bij

+ Léng nghe, ghi chép,

tra 1o cau hoi.

+ Lam bai tdp c4 nhéan trén
may tinh chuong S [1] [2] [3]

Tri2n khai cAu hinh
A]} DS néng cao

10

Tai ligu [1]

+ Poc trudce tai liéu:

[1]: Chuong 6

[2]: Chuong 6

+ Lang nghe, ghi chép,

tra 101 cau hoi.

+ Lam bai tdp ca nhén trén
may tinh chuong 6 [1] [2] [3]

Giém sat hé thong
mang

Tai liéu [1] [3]

+ Doc trudce tai liéu:

[1]: Chuong 7

[2]: Chuong 7

+ Léng nghe, ghi chép,

tra 101 cau hoi.

+ Lam bai tdp ca nhén trén
may tinh chuong 7 [2]

Sao luu va phuc hoi
dir ligu sir dung
WINDOWS
SERVER
BACKUP

10

Tai liéu [2] [3]

+ Doc trude tai liéu:

[1]: Chuong 8

[2]: Chuong 8

+ Ling nghe, ghi chép,

tra 161 cau hoi.

+ Lam bai tdp c& nhéan trén
may tinh chuong 8 [2] [3]

Cong

70

20

Quang Ninh, ngay 18 thang 11 nam 2022
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