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BO CONG THUONG CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PH CONG NGHIEP QUANG NINH Bgc 1dp — Ty do — Hanh Phuc

PE CUONG CHI TIET HOC PHAN
TRINH PQ PAO TAO: PAI HQC
NGANH/CHUYEN NGANH: CONG NGHE THONG TIN

1. Tén hoc phin:
Tiéng Viét: Quan tri mang 1
Tiéng Anh: Network Administration 1
M3 s6 hoc phin: 02DHMANG 144
Sé tin chi hoc phén: 3 (2,1)
S tiét hoc phin:
Ly thuyét: 30 ; Thuc hanh: 30
Tu hoc: 90
2. Pon vi quan Iy hoc phan: Mang & Cong nghé phan mém
2.1. Giang vién giang day:
1. ThS. Boan Thuy Duong
2. ThS. Pang Pinh buc
2.2. B mén: Mang & Céng nghé phin mém

2.3. Khoa: Céng nghé thong tin
3. Piéu kién hoc hoc phén
3.1. Ho: phan tién quyét: Khong
3.2. Hoc phan hoc truée: Khong
4. Muc tiéu caa hoc ph%‘m:
Trang bi cho sinh vién nhitng kién thirc va k¥ nang co ban quan tri hé théng mang
may tinh.
4.1. Kién thic.
4.1.1. Hiéu nhirng kién thirc co ban vé cach thirc quan tri va van hanh mot hé
théng mang Windows Server.
4.1.2. Hiéu vé DHCP, DNS, AD..
4.1.3. Biét cach quan 1y va duy tri cac ngudn tai nguyén chia sé (File, thu muc, may
in...)
4.2. Ky nang: - _
4.2.1. Thiét 1ap va quan tri duge mot hé thong mang Windows Server.
4.2.2. Tham gia quan tri dugec mot hé théng mang may tinh trong cac co quan,
doanh nghiép.
4.3. Thai d¢:
4.3.1 C5 tu duy doc 1ap trong phén tich va giai quyét nhimng van dé thuc té.



4.3.2. C6 thai db hop tac, chia sé khi 1am viéc nhom, c6 kha néng l1én ké hoach,
diéu phdi, quan ly va chiu trach nhiém véi cong viéc cua ca nhan va nhém.
5. Chuén dau ra hoc phan:

Sau khi hoan thanh viéc hoc hoc phr:fm nay, sinh vién co thé:

1. Nim dugc céc kién thirc co ban vé may tinh, cong nghé thong tin;

2. N&m duoge cée vin dé trong an toan thong tin va truyén théng, bdo mat, kiém
soat an toan, ban quyén.

3. Hidu duoc cac khai niém, cac thao tac co ban trong quan tri hé théng mang.

4. Quan 1y va duy tri céc ngudn tai nguyén chia sé, bio mét h¢ thong mang.
6. Tém tit ndi dung hoc phan

Hoc phan gdm 8 chwong nhiam cung cép cho sinh vién cac k¥ ning co ban sinh
vién ndm dugc cach thire quan tri va hinh thanh ky nang van hanh mot h¢ théng mang
cai dat hé diéu hanh Windows Server.

Cung cép cach quan tri hé thong mang LAN dua trén mo hinh domain bang cac
dich vu cua hé diéu hanh Windows Server. |

Cung cép céc chién luoc phuc hoi va tich hop dit liéu, chinh sich quan tri hé
théng, cach quan tri mang tap trung hodc phan tan va td chirc, quan ly ngudi dung trén
moi truong Windows Server..
7. Cu triic ndi dung hgc phén

S6 tiét —
Pé muc Pé muc 2 Ly e
Tong <. | TH/TN
thuyét
Chuong 1 | Giéi thiéu hé diéu hanh 4 ) s
Windows Server
1.1 Gidi thiéu quan tri mang
1.2 Gioi thiéu hé diéu hanh
mang Windows Server. 0.5 0.5 0
1.3 Céc dich vu cua Windows 4.1.1
Server. j 4122
1.4 Cai dat va trien khai y 05 i | 42.1
Windows Server. ' ' 1
1.5 Ty dong hdéa qua trinh cai
1 0.5 0.5
dat.
1.6 CAu hinh mot sb thiét lap
e 1 0.5 0.5
mang va hé théng.
Chwong 2 | Quan ly dich vu Active . . : P
Directory
2.1 Cac md hinh mang 0.5 0.5 0 4.1.1




S6 tiét

pa i x Muc tiéu
€ muc 2
cmye : Téng Y | TH/IN
| thuyet _
. i61 thi¢u dich Activ 4.1.2
2.2 G!m iéu dich vu Active 05 0.5 0
Directory 4.2.1
2.3 c§c thanh phan ctiia Active a5 05 0 422
Directory
2.4 I\leTl '[I‘L.IC domain trong 55 0.5 )
Active Directory
; i ller va Read-
2.5 Domain Cor.ltro er va Read | 0.5 0.5
Only Domain Controller
2.6 Trién khai Active Direct
fl:len ; ai Active Directory | 0.5 0.5
trén Windows Server
N Céu hinh Active Directory 1 0.5 0.5
2.8 Dich vu ching thuc Active
Directory Certificate 1 0.5 0.5
Service
2.9 Clone Domain Controller 1 0.5 0.5
2.10 Va hanh Domai
an an omain | 0.5 0.5
Controller
2.11 Back a restore Domai
ack up va restore Domain | 0.5 0.5
Controller
2.12 C6 Active Direct
|ong.cu ctive Directory [ 0.5 0.5
Snap-in
Chwong 3 | Quan ly tai khoian nguoi
dung, tai khoan nhéom va 12 6 6
tai khoin may tram
3.1 ‘Dinh nghia tai khoan nguoi
dung, tai khoan nhém va tai 0.5 0.5 0
khoan may tram A1
3.2 Thudc tinh cua cac loai tai o
. 0.5 0.5 0 4.1.2
khoan
= - : —= 4.2.1
3.3 lao tu dong cac loar tai
. 1.5 0.5 1 422
khoan
3.4 Chimg thuc va kiém soat
) 1.5 0.5 |
truy cap
3.5 Quan ly tai khoan nguoi 5 | l
dung
3.6 Quan ly tai khodn nhom 2 I 1




S6 tiét

b D3 muc T Muc tiéu
€ muc € mu "
' : Téng Y | TH/IN
thuyét
3.7 Tao OU, tai khoan nguoi
dung va nhom thong qua| 1.5 1 0.5
PowerShell
3.8 Stur dung Powershell Script
dé tao tai khoan ngudi dung | 1.5 I 0.5
v6i 80 lugng 1on
Bai kiém tra 01 1 0 1
Chuong 4 | Chinh sach nhém(Group 12 6 6
Policy)
4.1 Gidi thiéu Group Policy 0.5 0.5
4.2 Chuirc nang Group Policy 1 0.5 0.5
4.3 Céc déi twong Group Policy 1 0.5 0.5
A4 Céc chinh séch.quan trong |5 0.5 |
trong Group Pelicy
Cach thirc hoat dong cua :
4.5 . 1 0.5 0.5
Group Policy
46 Quan ?5/ Group Policy trong 1 0.5 0.5
Domain Contrcller
T, T‘ao kich b.ém ddng nhép cho | 0.5 0.5 4.1.1
Group Policy . 4.1.2
Str dung Group Policy cu 4.2.1
4.8 hinh cac chinh sach phén 1 0.5 0.5 - 422
mém
Str dung Group Policy cdu
4.9 ' 0. :
hinh cac chinh sach bao mat I < 0.
4.10 Chinh sach kiém toén cho hé
' théng domain
. . —— 1 0.5 0.5
411 Uy quyén quan ly Group
' Policy
4.12 Sao luu va phuc hoi Group
Policy
4 . x 7 1 0.5 0.5
4.13 Khac phuc cac sy ¢6 khi
dung Group Policy
Bai kiém tra 02 | 1
Chwong 5 | Dich vu luu triv 4 2 4.1.1




Sé tiet

" " - Muc tiéu
Pé muc be muce 2 | Ly
) Tong ;. | TH/TN
thuyeét
5.1 Hé théng tip tin cua 4.12
Wind 4.2.1
e : 1 0.5 0.5
5.2 Cac cau hinh dia cing 422
Windows Server ho tro 423
53 Thiét 1ap han ngach dia
5.4 Quan ly thu muc dung 1 0.5 0.5
chung
; “ A oA H trii
5.6 rlAen l'(ha1 hé thong luu trix | 05 0.5
phéan tan -
5.7 M3 hoa hé thong luu trit 1 0.5 0.5
Chwong 6 | Bio mit hé thong 4 2 2
6.1 Theo déi canh bao cua hé
;eo 61 canh bdo cua hé [ 05 0.5
thong.
6.2 Quan ly cac su kién cua hé 4.1.1
théng théng qua Event 1 0.5 0.5 4.12
Viewer 4.2.1
6.3 Theo ddi qua trinh sir d 422
eo doi quaﬁ ru: sir dung 1 i 0.5
mang trong hé thong
6.4 Cu hinh céc chinh sach
chimg thuc va kiém toan 1 0.5 0.5
nang cao
Chwong 7 | Dich vu DNS 4 2
7 Téng quan vé DNS 0.5 0.5
T2 Céch phan bé dir liéu quan 05 0 4.1.1
Iy Domain Name 0.5 ' 4.12
7.3 Co ché phan giai tén tr 4.2.1
o ché phan giai tén trong | 65 05
DNS 4.2.2
7.4 Cai dat va céu hinh dich vu
1 0.5 0.5
DNS
Bai kiém tra 03 1 0 1
Chuong 8 | Dich vu DHCP 4 2 2 e
8.1 (Gidi thiéu dich vu DHCP 4' ; '2
8.2 Hoat dong cua giao thirc 1 0.5 0.5 4'2'1
DHCP o
. : 422
8.3 (Cai dat dich vu DHCP 1 0.5 0.5 473
8.4 C4u hinh dich vu DHCP I 0.5 0.5 o




S$ tiet -
Dé muc Pé muc _ 1 - Muc tiéu
' ' Tong Y | TH/TN
thuyét
, CAu hinh dia chi IP danh
8.5 .flu inh dia chi : 43 N
riéng
4.1.1
412
On t4p 4 2 2 4.2.1
422
423
Tong 60 30 30

8. Phwong phap giang day

- Giang day ly thuyét két hgp luyén tip va thuc hanh trén may tinh
9. Nhiém vu cua sinh vién:

Sinh vién phai thuc hig¢n cac nhiém vu sau:

- Co mit toi thidu 70% s6 tiét hoc 1y thuyét.

- Tham gia va hoan tharh diy du cac bubi thao luan, bai tdp nhom/bai tap va dugce
danh gia két qua thuc hién.

- Tham du kiém tra gitra hoc ky.

- Cha dong chudn bj cac ndi dung va thuc hién gio tu hoc theo muc 13
10. Panh gia két qua hoc tap cia sinh vién
10.1. Céach danh gia

Sinh vién duge danh gia tich Ity hoc phan nhur sau:

TT | Piém thanh pha)in Quy dinh Trong so Ghi chua

4 tiét sinh vién tham du . .
Sinh vién
khéng tham du
di 70% s6 tiét
hoc trén 16p thi

hoc/téng sb tiét quy dinh. Y
| | Biém chuyén can | thirc, thai dd hoc tép trén 10%
16p, ¥ thirc chuan bi bai, lam

bai tap cua sinh vién. A
khong dugc du

2 | Piém qué trinh B2i tap thuc hanh 30% ;
— tqh_kfl = . st ° | thi két thic hoc
1€m (v uc ’ %
3 . Vén dép + Thuc hanh 60% | phan
hoc phan

10.2. Cach tinh diém:

Piém hoc phan bao gom diém kiém tra thudng xuyén trong qué trinh hoc tap;
diém dénh gi4 nhan thirc va thai do tham gia thao luén; diém danh gi4 phan thyc hanh;
diém chuyén can; diém thi gitta hoc phé’m; diém tiéu luan va diém thi két thuc hoc phén

thuc hién theo cong thire sau:



B e - i . Diém thi két

Diém hoc Diém chuyén cin biém qua trinh ) . )‘C
% = + + | thtc hoc phan x
phén x 0.1 x 0.3 0.6

Diém hoc phin tinh theo thang diém 10 1am tron dén mot chit sb thap phén, sau
dé dugc quy dbi sang diém chir va diém s6 theo thang diém 4 theo quy ché dao tao cia
Nha truong.

11. Tai liéu h(;f;‘('. tap, tham khao:
11.1. Tai li¢u chinh:
[1] Upgrading Y our Skills to MCSA Windows Server 2012, Exam Ref 70-417, J.
C Mackin, 2012..
11.2. Tai liéu tham khao:
[2]. Quar tri hé théng mang windows server 2012, Hé théng dao tao CNTT quéc
té Bach khoa Aptech.
[3]. Boar. Thuy Duong, Bai giang Quan tri mang 1, DHCN Quang Ninh 2022.
12. Huémg din tu hoc ciia hoc phan

Sinh vién can tham khao va
.. LT | BT | TH ¥ .
Chwong Ngi dung (tiét) | (tidt) (tiét) chuan bi
Tai liéu 1]
+ Poc trudc tai ligu:
Gisi thicu hé didu EELThEERE &
1 . _ [2]: Chuong 1
hanh Windows | 5 2 . o
Server + gLa‘r?g tlghe‘,.ghl chép,
: tra 101 cau hoi.
+ Lam bai tdp cd nhan trén
may tinh chuong 1 [1] [3]
Tai ligu [1]
+ Doc trudc tai ligu:
[1]: Chuong 2
) Quan ly dich vu s 5 [2]: ’Chuorng 2
Active Directory + Lang nghe, ghi chép,
tra 101 cdu hoi.
+ Lam bai tap ca nhan trén
may tinh chuong 2 [1] [3]
Quan ly tai khoan Tai liéu [1]
3 ngudi dung, tai 10 " + Doc trude tai lidu:
khoan nhom va tai [1]: Chuong 3
khoan may tram [2]: Chuong 3




Chwrong

Nogi dung

LT
(tiét)

BT
(tiét)

TH
(tiét)

Sinh vién cian tham khao va
chuan bi

+ Ling nghe, ghi chép,

tra 1oi cau hoi.

+ Lam bai tip cd nhén trén
méy tinh chuong 3 [1] [2] [3]

Chinh sach
nhom(Group
Policy)

10

Tai liéu [1]

+ Doc trude tai ligu:

[1]: Chuong 4

[2]: Chuong 4

+ Ling nghe, ghi chép,

tra 161 céu hoi.

+ Lam bai tdp ca nhan trén
mady tinh chuong 4 [1] [2] [3]

Dich vu luu triv

10

Tai liéu [1]

+ Doc trude tai liéu:

[1]: Chuong 5

[2]: Chuong 5

+ Léng nghe, ghi chép,

tra 10 cau hoi.

+ Lam bai tdp cd nhéan trén
may tinh chuong 5 [1] [2] [3]

Bao mat hé théng

10

Tai ligu [1]

+ Doc trude tai liéu:

[1]: Chuong 6

[2]: Chuong 6

+ Léng nghe, ghi chép,

tra 101 cau hoi.

+ Lam bai tdp c& nhan trén
may tinh chuong 6 [1] [2] [3]

Dich vu DNS

10

Tai liéu [1] [3]

+ Doc truéo tai liéu:

[1]: Chumjg 7

[2]: Chuong 7

+ Lang nghe, ghi chép,

trd 101 cau‘hoi.

+ Lam bai tdp ca nhén trén

may tinh chuong 7 [2]




Chuong

- No6i dung

LT
(tiét)

BT TH Sinh vién can tham khio va

h A b-
(tiée) | (tid) e

Dich vu DHCP

10

Tai liéu [2] [3]

+ DPoc trude tai lidu:

[1]: Chuong 8

[2]: Chuong 8

+ Léng nghe, ghi chép,

tra 101 cau hoi.

+ Lam bai tdp ca nhén trén
may tinh chuong 8 [2] [3]

70

20

Quang Ninh, ngay 18 thang 11 nam 2022

TRUOGNG BO MON  GIANG VIEN BIEN SOAN




