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CHUONG TRINH CHI TIET HQC PHAN
TRINH PO PAI HQC
Nganh/Chuyén nganh dao tao: Mang may tinh

1. Tén hoc phin: Mang khéong diy
2. Loai hoc phan: Ly thuyét, thue hanh
3. S6 tin chi: 03tin chi. Trong do LT 02 tin chi, thuc hanh 01 tin chi
4. B4 mén quan ly hoe phin: Mang va Cong nghé phan mém
5. Piéu kién tién quyét: Mon hoc trude: Mang may tinh
6. Phan bo thoi gian
- Thoi gian trén 16p: 60 tiét
S tiét ly thuyét: 30 tiét;
S6 tiét thuc hanh: 27 tiét;
S4 tiét kiém tra: 03 tiét;
- Thoi gian tu hoc: 90 tiét;
7. Muc tiéu ciia hoc phan
7.1. Kién thire
- Hiéu va van dung dugc cac khai niém co ban vé mang may tinh, cac bg phén,
cdc giao thue, cach thie lruyén dir liéu trén mang;

- Hiéu dugce cde chudn cia mang khong day.Biét cac khai niém va nguyén ly co
ban ctia truyén thong khong day; cac loai hinh mang khong day tiéu biéu va nguyén ly
hoat dong cua ching ciing nhu biét duge cdc giai phap va ky thuat sir dung dé bao mat
cho mang khong day;

- C6 kién thire co ban vé mang khong day (Wireless network - WN)va céac ng
dung cua WN, thanh phan, ciu trac co ban cia WN; Néim rd m6 hinh, phén loai dugc
WN cling nhu cac cong nghé, cac chuén cua WN hién nay;

- Nim duge kién thie co ban vé antenas va su lan truyén trong mang khong
day;céac phuong thire lan truyén khong day. Su suy giam tin hiéu, cac yéu té tao nén su
suy giam tin higu;

- Phén biét duoc cac thiét bi trong mang WN ciing nhu nim rd cac dic tinh cua
cac thiét bi mang WN. Nam duoc cic giao thirc ciing nhu céc kién trac TCP/IP trong
WN;

- Nam duge céc van dé thiét ké trong mang khong day té bao; Céc thé hé mang
khong day thé hé 1G, 2G, 3G, 4G ciing nhu nam dugc tong quan, ky thuat, img dung
cua mang bluetooth; CAu trac giao thirc bluetooth;

- Xdac dinh dugce nhu cau va cach thie st dung WEP va WPA; Nam rd cac mo
hinh chirmg thuc trong mang WLAN. Phén tich dug¢c céac hinh thac tAn cong trén mang
WLAN;

- Hiéu rd viéc bao mat WLAN sir dung chuan 802.1x két hop voi xac thuc
nguoi dung trén Access Point (AP). Nim rd viée xac thue trén nén tang RADIUS cho
chuén 802.1x;



7.2. Ky niang
- Quan ly ngudi dung, nhom nguoi dung va st dung dugce céc tai nguyén chia
sé trén mang khong day. Lap dat va cau hinh cho cac thiét bi mang khong day;
- Phan tich dugc cau tric frame Data frame, Control frame, Managerment frame
trén goi tin Wifi; Cai dat WLAN trén 802.11 a,g.n,...;
- Thanh thao cac k¥ thuat chuyén doi tir dir liéu sangtin hiéu truyén trong mang
WN. Phén loai vé tinh; V¢ tinh vii try - GEOS. V¢ tinh tim thdp — LEOS. V& tinh tdm
trung — MEOS;
- Cai dat va cau hinh cac thiét bi Router, AcessPoint, Modem ADSL cho WN;
Cai dat va thiét 1ap céc dia chi IP tinh, dong cho thiét bi mang trong mang WN. Thiét
ké va trién khai dugc mot hé théng mang LAN, PAN, MAN khong day;
- Cau hinh dugc cic hinh thirc bao mat mang khong déy ciing nhu cau hinh bao
mat cho h¢ lhéng Hotspot, Adhoc. Thiét 1ap dugc cac chinh sach bao mat cho WLAN;
- Ap dung Radius cho mang WLAN; Mo ta qua trinh xac thuc dugc diéu khién
boi Radius Server. Cai dat va cdu hinh duoc DHCP. Dua ra qui trinh cai dat AP
linksys trén Cisco.
7.3. Thai do
+ (6 y thirc va tinh than trach nhiém, thai d6 va dao dirc dung dan, y thuc ky
ludt va tac phong cong nghiép dé dap ing yéu cau thuc té ma cong viée doi hoi;
+ C6 phuong phap lam viéc khoa hoc, kha ndng lam viéc ddc lap, lam viéc theo
nhom, kha nang tu nghién ctru va nang cao chét luong hoc tép;
+ Co6 tinh than trach nhiém v4i ban than va tap thé, tinh than hoc hoi, v tri vuon
[én dé hoan thién ban than dé tiép tuc hoc tdp ¢ céac trinh do cao hon.
8. Noi dung hoc phin
8.1. Mb ta viin tit
Hoc phan gém 6 chuong. Chuong 1. Gidi thiéu kién thic co ban vé mang
khong day;Chuong 2. Gi6i thi€u vé truyén thong khong day ciing nhu céc ting mang;
Chuong 3. Giap sinh vién nidm bat duoc cac cac kién thirc co ban vé cac thanh phan,
ciu truc co ban cua mang khong day, cdc k¥ thudt truyén dan khong diy;Chuong 4.
Gidi thiéu cho sinh vién biét cac giao thie diéu khién trong mang khong déy té bao;
Chuong 5. Cac giai phap bao mat mang khong diy, va cudi cung la Chuong 6. Néo
mét mang khong day bang hé thong chimg thuc.
8.2. Néi dung chi tiét hoc phin
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1.7. Cac wu nhugc diém cua WN
1.8. Ung dung va xu hudng tuong lai
cua WN

Chuong 1
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1.8

dungtrong tai liu
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2.1dén2.5
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Chuong 2. Truyén théng khong diy
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' tai liéu so [2] tuan
6
3.6. Kién truc giao thirc TCP / IP - Nghe giang va
3.7. Xu ly su cd trong mang LAN Tai  lidu | doc trudc ndi
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Chwong 4. Mang khong diy té bao
4.1. Nguyén ly hoat dong cia mang té
bao

4.2. Cac mang thé hé 1G, 2G, 3G, 4G

Tai  ligu

[1]

- Nghe giang va
doc truéc  ndi
dungtrong tai li¢u
[1] Chuong 4 tu

8 2 | 2 | s 1) 2
42 - Thuc hanh thg:o
tai liéu so [2] tuan
8
43. Cong nghé Wimax va chuan - Nghe giang va
IEEE 802.16 ) Tai lidu doc trudc ndi
4.4. Mang Bluetooth va chuan IEEE (1] " | dungtrong tai li¢u
9 802.15 5 Chueng 4 [1] (Ehu’cmg 4 tur
tir 4.3 dén |+ den 4.
A4 - Thuc hanh thgo
tat liéu so [2] tuan
9
4.5. H¢ lhéng nat that va ldp cuc bo - Nghe giang va
khong (Iﬁ,y Tai licu doc truéc  noi
4.6. Trien khai LAN, PAN, MAN ] *" | dungtrong tai li¢u
khong day 5 Chuong 4 [1] C:erorng 5 tu
10 W 45 dén 5.1dén 533
- Thue hanh theo
4.6 S 3
tai liéu sO [2] tudn
i 10
Kiém tra bai s6 2
Chwong 5. Cac giai phiap biao mat
mang khéng day
5.1. Tai sao cin phai bao mat mang - Nghe giang va
khong diy (WLAN) Tai lieu doc truéc ndi
5.2. WEP (Wired Equivalent Privacy) (1] : ([jlujng(t:l;)ng télisliéu
5.2.1 Qua trinh ma hoa va giai ma : wong 5 tur
T wep 2 Erh‘;"l“gdéi 5.4 dén5.4.5
5.2.2. Cach sur dung WEP 53 ' - Thuc hﬁinh th(?o
5.3. Loc ( Filtering) ' tai liéu so 2] tudn
5.3:1. Loc SSID 11
5.3.2. Loc dia chi MAC
5.3.3. Loc giao thre
5.4. Cac hinh thire tan cong trén mang - Nghe giang va
WLAN doc  truéc  noi
5.4.1. Tin cong bi dong Tai  liéu | dungtrong tai liéu
B 54.2. 'l‘afm cong chu dong 5 [1] [1] Chuong 5 tir
5.4.3. 'Tan cong theo kicu chén ép Chuong 5|5.5dén5.7
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5.4.6. Téan cong trén WEP, WPA,
WPA2

5.5. Cac hinh thirc bao mat mang
WLAN

5.5.1. Quan ly khoa WEP

5.5.2. Wireless VPNs

- Nghe giang va
doc truéc ndi

5).5.3. TKIP ( Temporal Key Intergrity Tal licu P
Protocol ) [1] [1] Chuong 6 Gt
13 | 5.54. WPA 2 2 | Chuong 5 X
2 e . | 6.1dén6.14
5.5.5. WPA2 tr 5.5 dén | - Taic Tl ties
2l . NpAED o tai lidu 6 [2] tuin
5.5.6. Nhirng giai phap dua trén AES '
. 13
va SALL
5.6. Cac Mo hinh chimg thuc
5.7.VoWlan va VolP Security
Chwong 6. Biao vé WLAN bing - Nghe giang va
chirng thue RADIUS SERVER doc trudéc ndi
6.1. Gigi thiéu tong quan Tai  liéu | dungtrong tai li¢u
14 6.1.1 Xdc thue, cap phép va kiém toan 5 ) [1] [1] Chuong 6 tr
6.1.2 Su bao mét va tinh mo rong Chuong 6| 6.2 dén 6.4
6.1.3 Ap dung RADIUS cho WLAN Muc 6.1 - Thuc hanh theo
6.1.4. Cac tuy chon bd sung tai licu ) [2] tuan
14
6.2. Phan tich va thiét ké hé thong __—
chKJB%llJ];uL bao mat WLAN vai (1] - Thue h’anh th(;o
15 |6.3. Mb ta hé théng 2 | | Chuong 6 | tai li€u so [2] tuén
6.4. Qui trinh cai dat va trién khai hé Myc 6.2 15
théng dén 6.4
Kiém tra bai s6 3 1
Tong 30 | 30

9. Nhiém vu cua sinh vién
- Du 16p: Toi thicu 70% s6 gio hoc trén 10p ¢o sy hudng dan cua giang vién;

- Bai tap, thuc hanh:
+ Lam bai tap day du;

+ Doc thém tai li¢u giang vién yéu cau;

+ Di thue hanh trén may tinh day du;

+ Thi kiém tra gitra ky va thi kiém tra két thiic hoc phan;

- Dung cu hoc tap: 6 luu trir USB:
- Khac:

10. Thang diém va hinh thirc danh gia:
- Thang diém: 10 (1tr 0 dén 10)

- Hinh thirc danh gia:

- Sinh vién khong tham gia du 70% sb tiét hoc trén 16p khong dugc du thi két

thic hoc phin va nhén diém 0;
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- Diém thanh phan dé diém I¢ dén mdt chr s0 thap phén;
- Diém hoc phan lam tron dén phan nguyén.
11. Tiéu chuan danh gia sinh vién

TT Diém thanh phan Quy dinh Trong Ghi chu
50

| Diém thuong xuyén, dénh
gid nhan thic, thai do thao

ludn, chuyén cdn. lim b S6 tiét du ll(_)c/téllg sb tiét 10%
tdp O nha,...
2 | Diém kiém tra gitra ky - Hinh thire K'T: Thyuc hanh 50 phut/bai
trén may tinh. 30%
- 6 lugng bai kiém tra: 03
3| Thi két thuc hoc phan Thi Hon hop (van dap+ 60 phut

60%

thuc hanh)

12. Tai liéu hoc tap
- Gio trinh bat budc

[1] Gido trinh Mang khong day - Khoa cong nghé thong tin - Truong Dai hoc
Cong nghi¢p Quang Ninh;

[2] Tai licu thue hanh — Khoa cong nghé thong tin — Truong Pai Hoc Cong
Nghiép Quang Ninh.
- T'a1 liéu tham khao

[3] William Stalling, Wireless Communications and Network.Prentice Hall,
[ISBN: 978-0131918351, 2005;

[4] Kin K.Leung, Wireless Mesh Networks:Protocols and Architectures Ekram
Hossain, Springer, Nov 30, 2007

[5] David Tse and Pramod V.[Fundermentals of Wireless Communication,
Cambridge University Press, 2005;

[6] D6 Duy Tan, Vuong Phat, Mang cam bién khong day: K¥ thuét, Giao thirc,
Ung dung, 8/2009;

[7] Nguyén Nam Thudn, Thiét ké & cdc gidai phdp cho mang khong ddy, NXB
GTVT — Niam 2005; ‘

[8] 16 Thanh Hai, Trién khai hé thong mang Wireless, NXB Lao Dong — Quy 1,
Nam 2011:

|9 Website: www.vapro.va.

13. Cac yéu cau khac (néu c6) cia hoc phén:

. Quang Ninh, ngay 02 thang 3 nam 2 020
TRUONG BQ MON GIANG VIEN BIEN SOAN

j/-

ThS. Pang Dinh Dire ThS. Pang Dinh Diure
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